
Do You Know Where Your Child Is Surfing? 

Teach your kids these important tips for protecting himself 
online. 
by Carolyn Jabs and Kevin Savetz 

When the Tooth Fairy asks for your address, you give it to her, right? 
Thousands of kids did just that, entering their names and other 
personal information on a Web site that featured the Tooth Fairy, 
according to Jason Catlett, Ph.D., president of Junkbusters Corporation, which 
runs a Web site (www.junkbusters.com) concerning online privacy issues. 
Unbeknownst to the kids, the data went to a corporation that sells—what 
else?—toothpaste. 
 
The dangers of Web sites that feature X-rated images and bomb-building 
instructions get the most press, but for children who are too young to surf the 
Web alone, online advertising and marketing ploys may present more of a 
problem. Kid-oriented sites are rife with ads for toys, music groups, TV shows, 
and other Web sites. 
 
"Web advertising is dangerous because it can be closely targeted to a kid's 
behavior and create the impression that the ad is actually talking to the child—
and in some ways, it is," says Dr. Catlett. Online advertisers use a technique 
called profiling to track the areas of a site that a surfer goes to, then show ads 
most likely to interest him. For instance, if your child visits several baseball-
related pages while ignoring links to pages about soccer, a Web site may throw 
in more ads for baseball gloves and trading cards. 
 
Protecting kids from intrusive advertising is only one issue; protecting kids' and 
parents' privacy is another. Earlier this year a site for young investors was 
lambasted by consumer advocates for asking children to divulge intimate details 
about their parents' assets. Kids gave the information to the investment-firm-
sponsored Web site, oblivious of how it might be used. 
 
Now the government is stepping in. Last year Congress passed the Children's 
Online Privacy Protection Act, which requires children's Web sites to first obtain 
parental consent before attempting to collect information from kids. But the law 
won't take effect until this spring, when the Federal Trade Commission has 
finished ironing out the last details. In the meantime, the Council of Better 
Business Bureaus's Children's Advertising Review Unit has created voluntary 
guidelines for online advertisers. The rules include clearly stating on the Web 
site when kids are being targeted for a sale, and requiring a parent's permission 
for a child to place an order or give out information. Parents can also take the 
matter into their own hands. Go to www.intercantech.com (for PCs) or 
www.falken.net/webfree/ (for Macs) to download and try out ad-blocking 
programs. (For more tips, see "5 Rules for Safer Surfing" below.) 
 
Warns Dr. Catlett, "Parents have to remember that the Internet is an interactive 
medium. It's not like parking the kids in front of the TV; it's more like giving them 
a telephone and a copy of the Yellow Pages." 
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